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ABSTRACT

1. Introduction

Digital literacy is not merely the ability to operate technological devices in daily life. According to the Directorate
of Primary Schools, digital literacy is one of the six fundamental literacies that students must master in the modern
era. The implementation of digital literacy at the elementary school level is closely related to the School Literacy
Movement initiated by the government. The six fundamental literacies that students need to acquire include
reading and writing literacy, scientific literacy, numerical literacy, digital literacy, financial literacy, and cultural
and civic literacy.

In the rapidly evolving era of disruption, the world is experiencing significant transformations that drive changes in
various aspects of life, including how individuals communicate and access information. The development of social
media and digital communication presents its own challenges, one of which is the widespread dissemination of
hoax news. Tsaniyah and Juliana (2019) emphasize that without adequate digital literacy skills, individuals are
vulnerable to inaccurate information and struggle to distinguish between facts and opinions. Therefore, digital
literacy has become an urgent necessity, especially for the younger generation, to help them filter and assess the
credibility of the information they receive.

Beyond the challenge of misinformation, the advancement of digital technology also brings other negative impacts,
such as the rise of cybercrime and deviant online behaviors. Data from the Indonesian Child Protection
Commission (KPAI) in 2020 recorded 103 cases of children being victims of online sexual crimes, nine cases of
children as perpetrators of online sexual crimes, 91 reports of children exposed to pornographic content via social

media, and 389 cases of children possessing media containing pornographic content. Additionally, there were 46
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reports of children being victims of cyberbullying and 13 reports of children as perpetrators of online bullying. The
Directorate of Primary Schools also noted that around 40% of bullying cases among children occur in the digital
space, primarily through social media. These data highlight the pressing threats in the digital world. Thus, digital
literacy education in schools should not only focus on technical skills in using digital devices but also instill ethical
values, responsibility, and mutual respect in online interactions (Farid, 2023). As such, digital literacy equips
students not only with technological proficiency but also with the wisdom, critical thinking, and ethical behavior

necessary for navigating an increasingly complex digital era.

In developed countries, primary and secondary education curricula have emphasized the importance of
Information and Communication Technology (ICT) in learning. Digital competency should be integrated into
teaching activities at all educational levels as an essential basic skill. Therefore, internet access should be available
both at school and at home to support more effective and innovative learning processes (Blikstad-Balas, 2015).
Digital education is often described as an ever-evolving field with the emergence of new technologies. This rapid
change can pose challenges for educators but also offers opportunities to enhance the quality of learning (Zawacki-
Richter & Jung, 2023). Adequate digital literacy skills among educators significantly impact the effectiveness of
classroom learning. Unfortunately, many teachers still use various online sources without first evaluating their
validity. This issue arises from a lack of understanding of search techniques and accurate information verification,
despite digital literacy being crucial for accessing and filtering high-quality learning materials (Diputra,
Tristiantari & Jayanta, 2020).

In addition to its positive impacts, digital technology also has various negative consequences, such as exposure to
inappropriate content, including violence, pornography, human trafficking, and cyberbullying (Mazdalifah &
Sitepu, 2018). Another common negative impact on teenagers is the shift in moral and ethical values in daily life.
This phenomenon is evident in the way teenagers dress and speak, which is increasingly influenced by popular
culture without filtering values that align with social norms (Kurniawan et al., 2023). Given these challenges, it is
clear that digital literacy must become an integral part of education, starting from primary to secondary levels.
Teachers play a crucial role in guiding students to not only become proficient technology users but also to critically
analyze and evaluate information while engaging in ethical and responsible digital activities (Yunitasari &
Prasetya, 2022; Agustina, Adha & Mentari, 2023).

In the educational context, digital media has become an inseparable part of students' lives. Digital skills required
are not limited to technical abilities such as connecting devices, downloading documents, or saving files but also
include effective communication and information processing through various digital interactions, including
reading, writing, and speaking in online environments (Luthfia et al., 2021). For teenagers, digital literacy is
essential in helping them analyze and compare various information sources quickly and accurately. These skills
enable them to avoid misinformation and hoaxes that are widely spread on the internet (Sumiati & Wijonarko,
2020). At the junior high school level, digital literacy refers to students' ability to effectively and critically use
information and communication technology (ICT) to search, evaluate, process, and communicate via digital
platforms (Hidayat & Subando, 2024). With the rapid advancement of technology, digital literacy is no longer an

option but a necessity that every student must possess to adapt to the ever-evolving digital world (Johanes, Suroyo,
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& Budiastra, 2022). In this regard, teachers' pedagogical competence plays a crucial role in developing students'
digital literacy. Teachers are expected not only to master the subject matter deeply but also to leverage digital

technology as a teaching tool.

Pedagogical competence includes understanding how to integrate technology into teaching methods, creating
innovative learning experiences, and guiding students to think critically and ethically when using digital media
(Oktarin & Saputri, 2024). Therefore, strengthening digital literacy in education must begin with improving
teachers' pedagogical competence to shape a digitally literate, critical, and responsible generation in facing the
challenges of the digital era. Digital literacy is an essential skill that encompasses an individual's ability to access,
understand, evaluate, and communicate information through various digital devices and platforms. In today's
digital era, digital literacy is not only a necessity for students but also for educators as learning facilitators. The
level of digital literacy in a region can be influenced by various factors, such as access to technology, the quality of
education, teachers' digital competence, family support, and government policies in promoting technology

integration in schools.

In the educational context, teachers' pedagogical competence plays a vital role in developing students' digital
literacy. Pedagogical competence involves teachers' ability to design, manage, and evaluate effective learning
processes that align with students' needs (Anwar, 2018). Teachers with strong pedagogical competence can
integrate digital technology into the learning process, thereby enhancing students' digital literacy skills optimally
(Batubara, Sinaga & Haidir, 2024). This study aims to analyze teachers' readiness and pedagogical competence in
supporting the development of students' digital literacy, particularly in Sekolah Penggerak at the junior high school
level. The research focuses on strategies employed by teachers to enhance students' digital literacy, challenges
faced in digital-based learning, and efforts made to optimize technology integration in education. By understanding
the extent of teachers' preparedness in facing the challenges of the digital era, the findings of this study are
expected to provide recommendations for educational policy development and improving teachers' pedagogical

competence in supporting digital literacy in schools.

2. Theoretical Review

2.1. Educator Competence

In the field of education, teacher quality plays a central role in determining the effectiveness of the learning
process. According to the Indonesian Minister of National Education Regulation No. 16 of 2007 on Academic
Qualification Standards and Teacher Competence, four main competencies serve as indicators of teacher quality in
Indonesia: pedagogical competence, personality competence, social competence, and professional competence.

These four aspects are interrelated and must be mastered by every teacher to optimally carry out their duties in

guiding and developing students' potential. These competencies include:

1) Pedagogical competence, which refers to a teacher’s ability to effectively manage the learning process and

understand students' characteristics (Sukmawati, 2019).

2) Personality competence, which reflects the character qualities that a teacher must possess in carrying out their

professional duties (Lase, 2016).
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3) Social competence, which relates to a teacher’s ability to communicate and interact effectively with various

stakeholders, including students, colleagues, school staff, and the wider community (Huda, 2017).

4) Professional competence, which pertains to mastering subject matter in-depth and developing and implementing
effective teaching strategies (Nurtanto, 2016).

These four competencies not only contribute to improving education quality but also support effective instructional
delivery, classroom management, communication, problem-solving, and student learning assessment. A competent
teacher must be able to apply various teaching techniques and strategies that align with students' needs to achieve
optimal learning outcomes (Peklaj, 2015). Enhancing teacher competencies should be a priority in every
educational policy to create a generation that is intelligent, critical, and prepared for future challenges (Purwoko et
al., 2017).

2.2. Pedagogical Competence

Referring to Government Regulation of the Republic of Indonesia No. 19 of 2005 on National Education
Standards, specifically in Article 28, Paragraph (3), Point A, pedagogical competence is defined as a teacher’s
ability to manage student learning. This competence includes understanding student characteristics, designing and
implementing effective learning processes, evaluating learning outcomes, and fostering students' potential so they
can be optimally actualized (Habibullah, 2012). Minister of National Education Regulation (Permendiknas) No. 16
of 2007 on Educational and Teaching Standards states that pedagogical competence is a teacher's ability to manage
student learning. This competence encompasses fundamental aspects that an educator must possess to ensure
effective learning processes that meet students' needs. According to Suprihatiningrum (2014), pedagogical

competence includes:

1) Understanding educational principles and foundations, including the ability to manage learning.

2) Understanding student characteristics.

3) Designing systematic and student-centered learning plans.

4) Implementing an educational and interactive learning process.

5) Utilizing technology to enhance teaching effectiveness.

6) Evaluating learning outcomes to assess student achievements and the effectiveness of learning strategies.
7) Developing students’ potential for self-actualization.

Pedagogical competence is a fundamental skill that distinguishes the teaching profession from others (Akbar,
2021; Somantri, 2021). Mastering this competence is essential for every teacher to improve learning quality and
optimize student development. It is a crucial aspect that allows teachers to manage learning effectively,
encompassing understanding students' characteristics, designing and implementing suitable learning approaches,

conducting comprehensive evaluations, and fostering students' potential (Anwar, 2018; Susanto & Rozali, 2020).

2.3. Technology in Education
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In today's rapidly evolving digital era, technology has become an inseparable part of daily life, including education.
The integration of technology in the learning process has brought significant changes, both in teaching methods
and in how students acquire and process information (Isti’ana, 2024). Technology, as a product of scientific
advancement, influences various aspects of life, including education. Therefore, leveraging technology in
education is essential to support and enhance the effectiveness of the learning process (Lestari, 2018). The
advancement of Information and Communication Technology (ICT) has significantly impacted education, with
various technology-based learning models such as e-learning, Computer-Assisted Instruction (CAl),
Computer-Based Instruction (CBI), and e-teaching being widely adopted to support teaching and learning
(Khotimah, Astuti, & Apriani, 2019; Hidayatullah et al., 2023). These learning models allow teachers and students
to access and explore learning materials independently using the internet and computers as learning media
(Kristiawan, 2014).

2.4. Digital Literacy

Digital literacy is not only beneficial in education and healthcare but also plays a crucial role in industries, the
economy, tourism, and various other sectors. Mastery of digital literacy skills, particularly in utilizing the internet,
has become an urgent necessity to support economic growth. This is evident in the rapid expansion of online
marketplaces, which increasingly dominate digital trade activities (Widyastuti, Nuswantoro, & Sidhi, 2016). In
general, digital literacy provides ten main benefits, including saving time, accelerating learning, reducing costs,
improving security, facilitating access to updated information, enhancing internet connectivity, supporting better
decision-making, fostering creativity, increasing efficiency in work and study, and enabling easier access to the
global world (Sumiati & Wijonarko, 2020: Disonglo & Limpot, 2023). Today, digital media is widely used across
generations and age groups due to its ability to provide information, facilitate communication, simplify tasks, and
offer convenience in shopping. This has become even more apparent during the COVID-19 pandemic, when

people relied on digital services from home (Yulianti et al., 2021).

In education, digital literacy plays a crucial role in fostering students’ digital awareness. Teachers are responsible
for guiding students to develop technical skills in using digital tools and systems that align with learning needs
(Admiraal et al., 2017). Additionally, optimizing digital resources in the classroom not only helps students grasp
learning materials but also raises their awareness of ethical considerations and the impact of technology use in
daily life (Falloon, 2020). Digital literacy encompasses the ability to search for, evaluate, and process information
and complete tasks using digital devices and the internet in learning, work, and social interactions. It is also a
combination of cultural and literary literacy, which, when applied to local issues, results in the concept of local

digital literacy that can be introduced from early childhood education (Wei, 2022).
3. Methodology

This study employs a quantitative research method to analyze the relationship between teachers’ pedagogical
competence and digital literacy in junior high schools in Karawang Regency, Indonesia. This approach enables
researchers to objectively measure variables and identify patterns and causal relationships within the collected
data.
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3.1. Sampling Technique and Participants

A snowball sampling technique is utilized to progressively select informants. This method begins with a small
group of key participants who then recommend other potential respondents with relevant expertise and experience

(Sugiyono, 2015). The study sample consists of 150 participants, including:

1) School Principals, who provide insights into school policies related to digital literacy integration and

technological implementation in learning environments.

2) Teachers, who directly engage with students and offer perspectives on the challenges and readiness of educators

in implementing digital literacy in classrooms.

3) School Supervisors, responsible for overseeing educational policies and evaluating digital literacy practices in

schools, ensuring alignment with national education standards.
3.2. Data Collection and Analysis

Data is collected through structured questionnaires, designed to comprehensively capture information about
teachers' pedagogical competence, technological proficiency, and digital literacy practices in schools. The
collected data is analyzed using path analysis, a statistical technique that assesses the strength and direction of
relationships between multiple variables in a research model. Path analysis is particularly useful in identifying both

direct and indirect effects within complex educational settings.

X1

This study specifically examines the relationship between Information and Data Literacy (X1) and Pedagogical
Competence (X2) on Technology Proficiency (YY), with Student Communication and Collaboration (X3) as a
mediating variable. By incorporating a mediation analysis, this research aims to provide deeper insights into how

teachers' digital literacy skills influence technological adoption and classroom interaction.
3.3. Practical Implications

The findings of this study will contribute to the development of targeted teacher training programs, emphasizing
the enhancement of pedagogical and technological competencies. Additionally, the results will provide valuable
recommendations for educational policymakers and school administratorsto refine digital literacy strategies,

ensuring that teachers are better equipped to facilitate student engagement in digital learning environments.
77 4. Results and Discussion
4.1. Direct Effect of Information and Data Literacy on Technological Capability

The path analysis results show differences in the influence of predictor variables (independent variables) on the
response variable (dependent variable). In statistical analysis, the P-value is used to determine the significance of
relationships between variables, with a common threshold of 0.05. If the P-value < 0.05, the null hypothesis (no
relationship) can be rejected, indicating a significant relationship. Conversely, if the P-value > 0.05, the null

hypothesis cannot be rejected, meaning no significant relationship is found.
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Table 1. Direct Effect Results

Direct effects

95% Confidence Interval

Estimate  Std. Error  z-value p Lower Upper
Xl — Y -0.023 0.051 -0.464  0.642 -0.123 0.076
X2 — Y 0.171 0.071 2414 0.016 0.032 0.309

Note. Delta method standard errors, normal theory confidence intervals, ML estimator.

The results for X1 on Y show a P-value of 0.642, which is greater than 0.05, indicating no significant relationship
between X1 and Y. Thus, statistically, data literacy does not have a direct significant influence on technological
capability. The results for X2 on Y show a P-value of 0.016, which is less than 0.05, indicating a significant
relationship between X2 and Y. This finding supports the hypothesis that the higher the level of communication

and collaboration, the greater its impact on the ability to use technology.
4.2. Indirect Effect of Information and Data Literacy on Technological Capability through Security

The indirect effect path analysis results show that variable X3 acts as a mediator between predictor variables X1
and X2 and the response variable Y. The results for X1 through X3 as a mediator on Y show a P-value of 0.785,
which is greater than 0.05, indicating no significant relationship between X1 and X3, nor between X3 and Y. This
means that the indirect effect through variable X3 is not significant, and X3 does not mediate the relationship
between X1 and Y. The results for X2 through X3 on Y show a P-value of 0.784, which is also greater than 0.05.
This indicates no significant relationship between X2 and X3, nor between X3 and Y. Therefore, the indirect effect
through variable X3 is also not significant, meaning X3 does not mediate the relationship between X2 and Y. This
suggests that the influence of both predictor variables on Technological Capability does not depend on Security as
an intermediary.

Table 2. Indirect Effect Results

Indirect effects

95% Confidence Interval
- St
" " Jpper
Estimate Eror 2 valuep  Lower Upper
X1 — X3 -Y 0.008 0031 0273 0.785 -0.052 0.069
X2 - X3 =Y 0015 0054 0274 0.784 -0.090 0.120

Note. Deltamethod standard errors, normal theory confidence intervals, ML estimator.

4.3. Total Effect of Information and Data Literacy on Technological Capability

The path analysis results show differences in the overall effect of variables X1 and X2 on Y. The total effect of X1
on Y has an Estimate of -0.015 and a P-value of 0.708, indicating no significant influence. Meanwhile, the total
effect of X2 on Y has an Estimate of 0.185 and a P-value < 0.001, indicating that X2 has a significant influence on
Y.

Table 3. Total Effect Results

Total effects
95% Confidence Interval
Estimate  Std. Error z-value  p Lower Upper
X1 — Y1 -0015 0.040 -0.374 0.708 -0.094 0.064
X2 — Y 0.185 0.046 4.008 <.001 0.095 0.276

Note. Delta method standard errors, normal theory confidence intervals, ML estimator.
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Figure 1. Representation of Pathplot Results
X1=1dld; X2 = Kmn; X3 = Kdk; Y = KmT.

The results of the path analysis reveal a complex dynamic between Information and Data Literacy (X1),
Pedagogical Competence (X2), and Technological Ability (Y), with Student Communication and Collaboration
(X3) serving as a mediating variable. The direct influence of Pedagogical Competence on Technological Ability is
recorded at 0.17, indicating a stronger contribution compared to the direct influence of Information and Data
Literacy, which stands at only 0.08. This finding suggests that the enhancement of teachers' technological ability is
more substantially driven by pedagogical capacity than by mere access to or proficiency in data literacy. Moreover,
Pedagogical Competence contributes positively to improving student communication and collaboration (§ = 0.14),
which in turn also positively impacts technological ability (B = 0.14). In contrast, the path from Information and
Data Literacy to Student Communication and Collaboration demonstrates a weak and negative relationship ( =
-0.02), highlighting that increased data literacy does not necessarily strengthen students’ social interaction in

digital learning environments.

From the mediation perspective, the role of Student Communication and Collaboration as a mediating variable
shows only a modest contribution. The indirect effect of Pedagogical Competence on Technological Ability
through this mediator is positive at 0.0196, while the mediating effect from Data Literacy through the same path is
negative and very weak (-0.0028). These findings emphasize that to improve technological ability in the context of
21st-century learning, prioritizing the enhancement of teachers' pedagogical competence and collaborative
approaches has a more significant impact than solely relying on interventions based on data literacy improvements.
This supports the argument that educational digital transformation must be anchored in comprehensive teacher

competencies—not only technical-informational but also pedagogical and social-communicative.
25, Conclusion

The path analysis results indicate that the variable Student Communication and Collaboration (X3) does not serve
as a significant mediator in the relationship between Information and Data Literacy (X1) and Pedagogical
Competence (X2) with Technological Capability (Y). In the indirect path, the relationship between X1 through X3
to Y has a P-value of 0.785 (greater than 0.05), indicating no significant relationship between X1 and X3 or
between X3 and Y. Thus, the indirect effect through X3 is not significant, meaning X3 does not mediate the
relationship between X1 and Y. The analysis also confirms that there are differences in the influence of predictor
variables on the response variable. Based on the P-value, if P-value < 0.05, the relationship is significant, whereas

if P-value > 0.05, the relationship is not significant. In the direct path, the relationship between X1 and Y has a
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P-value of 0.642, which is greater than 0.05. This indicates no significant relationship between Information and
Data Literacy and Technological Capability, meaning that statistically, data literacy does not have a direct
significant effect on technological mastery. Conversely, the relationship between X2 and Y has a P-value of 0.016,
whichis less than 0.05, indicating a significant relationship. This finding supports the hypothesis that the higher the

level of pedagogical competence, the greater its impact on Technological Capability.

In another indirect path, the relationship between X2 through X3 to Y has a P-value of 0.784, which is also greater
than 0.05. This shows that there is no significant relationship between X2 and X3 or between X3 and Y. Therefore,
the indirect effect through X3 is not significant, meaning X3 does not mediate the relationship between X2 and Y.
Overall, the path analysis results show that the influence of X1 on Y has an estimate of -0.015 with a P-value of
0.708, indicating no significant effect. Conversely, X2 on Y has an estimate of 0.185 with a P-value < 0.001,
indicating that Pedagogical Competence has a significant influence on Technological Capability. Thus, this study
concludes that Pedagogical Competence plays a crucial role in enhancing Technological Capability, while
Information and Data Literacy does not show a significant effect. Additionally, Student Communication and

Collaboration does not act as a mediating variable in the relationship between predictor and response variables.
77 6. Future Recommendations

1. Future studies should explore other potential mediating variables such as digital teaching strategies or
self-efficacy in technology use, which might better explain the relationship between Information and Data Literacy

and Technological Capability.

2. Professional development programs should focus on enhancing pedagogical competence with integrated
technology training, as this study confirms its strong influence on technological capability.

3. A longitudinal study design is recommended to investigate how changes in pedagogical competence over time

affect teachers’ technological capability and students’ digital literacy in a dynamic educational environment.

4. Further research should involve a broader sample across diverse educational levels and regions to validate and

generalize the findings beyond the current study’s scope.
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