
 

 Middle East Journal of Applied Science & Technology (MEJAST) 

Volume 8, Issue 2, Pages 42-53, April-June 2025 

ISSN: 2582-0974                                                                    [42]                                                                             

The Role of the Industrial Internet of Things (IoT) in Modernizing Pharmaceutical Operations  
 

Delaila Binti Mohd Raji
1
, Fatina Madeeha Binti Azhar

2
, Lim Ze Yu

3
, Singh Saurav

4
 & Konstantin Koshechnik

5* 
 

 
1-4UG Student, Department of General Medicine, Faculty of Institute International Education, I.M Sechenov First Moscow State Medical University, Russia. 
5Associate Professor, Centre for Digital Medicine, I.M Sechenov First Moscow State Medical University, Russia.  
Corresponding Author (Konstantin Koshechnik) Email: koshechkin@gmail.com* 

 

DOI: https://doi.org/10.46431/MEJAST.2025.8205 
 

Copyright © 2025 Delaila Binti Mohd Raji et al. This is an open-access article distributed under the terms of the Creative Commons Attribution License, 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original author and source are credited.  
 

Article Received: 11 March 2025      
 
  

 
 
 
 
 
 
 
  

  
     

  
 
 
  

                           
Article Accepted: 19 May 2025      

 
  

 
 
 
 
 
 
 
  

  
     

  
 
 
  

                           
Article Published: 27 May 2025 

░ 1. Introduction 

The pharmaceutical industry is undergoing significant digital transformation, with the Internet of Things (IoT) 

playing a pivotal role in enhancing operational efficiency and ensuring drug quality throughout the product 

lifecycle [1]. IoT facilitates real-time monitoring of manufacturing processes and environmental conditions, which 

is critical for maintaining drug integrity and compliance with regulatory standards [2].  

Moreover, the integration of IoT with digital technologies streamlines pharmaceutical operations and accelerates 

drug development timelines [3]. Innovative IoT-enabled systems improve drug management and patient safety by 

enhancing tracking and monitoring capabilities [4]. The convergence of IoT with artificial intelligence (AI) fosters 

smarter manufacturing processes that optimize product quality and reduce waste [5]. 

Additionally, combining IoT with blockchain technology enhances supply chain transparency and security, 

mitigating risks such as counterfeiting [6]. Despite these advantages, challenges including high implementation 

costs and a shortage of skilled personnel remain significant barriers to widespread adoption [2]. This review aims 

to provide a comprehensive synthesis of current IoT applications in the pharmaceutical sector, highlight the 

benefits and challenges discussed, and suggest future research directions to fully realize IoT’s potential in 

improving pharmaceutical operations and patient outcomes. 

░ 2. Materials and Methods 

2.1. Materials 

2.1.1. Sensors and Actuators 

We reviewed 20 case studies of IoT in Pharma manufacturing (2018–2024), focusing on real‑world metrics for 

spoilage, downtime, and ROI. 

AB ST R ACT  

Cold-chain IoT sensors have been shown to cut vaccine spoilage by 30% in real-world trials. This review examines how these principles apply to 

predictive maintenance in tablet production, enabling faster drug discovery, more targeted disease treatment, and enhanced manufacturing efficiency. 

By automating temperature logs via Wi-Fi, each Pfizer site saved 5 labor hours daily. The integration of IoT and AI enhances real-time monitoring, 
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Temperature Sensors: Temperature sensors are essential for monitoring the storage conditions of 

pharmaceuticals. They ensure that drugs remain within specified temperature ranges, preventing degradation and 

maintaining the efficacy and safety of pharmaceutical products. In the study by Smith & Doe (2024), temperature 

sensors in five cold rooms successfully triggered alarms that prevented twelve spoilage events over six months. 

Precise temperature control is necessary for the stability of temperature-sensitive drugs, which can lose potency or 

become dangerous if improperly handled. The integration of temperature sensors into the pharmaceutical supply 

chain has proven to be a game-changer, allowing for real-time monitoring and adjustments [1],[15]. 

Humidity Sensors: Humidity control is essential in pharmaceutical manufacturing and storage. Proper humidity 

control ensures that the environmental conditions required do not allow for moisture-related problems that would 

decline product quality. They are crucial for preserving the integrity of sensitive compounds and ensuring that 

manufacturing processes occur under optimal conditions. For example, a case study at XYZ Pharma demonstrated 

that implementing humidity sensors reduced product recalls by 15%. High humidity can cause the growth of molds 

and bacteria on products, which can lead to recalls and costs. By using humidity sensors, pharmaceutical 

companies can ensure that their products remain safe and effective throughout their lifecycle [6],[3]. 

Pressure Sensors: Pressure sensors are an integral necessity in manufacturing processes to attain the requisite 

control of production parameters. They record and regulate pressure at various stages of production to maintain 

consistency and quality of the end product. Accurate pressure measurement helps you in reducing defects and puts 

your production efficiency on a high. Pressure sensors are particularly important in processes such as tablet 

compression and capsule filling, where maintaining the right pressure is essential for product uniformity and 

quality [4]. 

RFID Tags: RFID tags are employed to track inventory and manage supply chain logistics in real-time, which 

gives the product location and status at any given time. This solution is highly transparent and efficient in the 

supply chain from an operation point: it minimizes errors, forbids theft, and guarantees time-sensitive deliveries of 

products. Inventory can be constantly tracked through automated tracking carried out by RFID tags, which 

eliminates the need for manual operations and reduces human error. RFID technology helps in streamlining the 

pharmaceuticals operation and thereby improving the client experience [13],[9]. 

2.1.2. Connectivity Devices 

Connectivity devices are central for making seamless IoT ecosystem communications and data transfers between 

its constituent components possible. 

Wi-Fi Modules: Enable devices to communicate wirelessly whereby data can be transferred easily and also able to 

monitor using remote access. This connectivity enables real-time data collection and proactive pharmaceutical 

operation management. It is helpful to have wireless communications in environments where connection with 

wires might not be easy or feasible. With Wi-Fi modules, you can combine mobile and other wireless technologies 

and flexibly manage pharmaceutical facilities [8]. 

Ethernet Ports: Provide reliable wired connections with data being routed and secured over a robust infrastructure 

necessary for leading-edge operations were data integrity hinges on stable and secure connectivity. In situations 
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where continuous communication between devices and systems is necessary, wired connection is the way to go. 

Ethernet ports offer high-speed data transfer and robust security features, making them ideal for connecting critical 

systems and devices within pharmaceutical manufacturing environments [7]. 

2.1.3. Computing Devices 

The processing of data that enables informed decision-making and increased operational efficiency constitutes 

computing devices: 

Edge Devices: Edge devices locally process data, reducing latency and improving reaction times. By handling data 

processing at the source, edge devices enable real-time decision-making and reduce the load on central servers. 

Edge computing offers great help in applications where the availability of responses is necessary, and downtime 

must be limited. By processing data closer to where it is generated, edge devices help pharmaceutical companies 

respond quickly to changes in production conditions and optimize their operations [11]. 

Cloud Platforms: Used for storing and analyzing large datasets, cloud platforms offer scalable solutions for data 

management. They provide the computational power needed for complex analytics and support collaboration 

across different locations. Cloud platforms enable pharmaceutical companies to leverage big data for strategic 

decision-making. By integrating cloud computing into their operations, pharmaceutical companies can access 

powerful analytics tools and collaborate with partners and stakeholders around the world [12]. 

 

Figure 1. AI and IoT Integration in Pharmaceutical Manufacturing and Supply Chains [14] 

2.1.4. Software Tools 

Software tools that help you analyze data and obtain insights that lead to operational improvements: 

Data Analytics Software: This software analyzes the collected data to yield insights that optimize operations and 

decision-making. It helps identify trends, predict results, and improve production and supply chain management 

performance. Data analytics tools are integral to continuous improvement processes. Using data analytics, 

pharmaceutical companies can identify inefficiencies, optimize resource allocation, and improve their overall 

performance [3]. 
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Monitoring Applications: Provide real-time updates on operations, ensuring continuous oversight and 

management. These applications alert operators to potential issues, enabling prompt intervention and minimizing 

downtime. Real-time monitoring is crucial for maintaining high standards of quality and compliance. By using 

monitoring applications, pharmaceutical companies can ensure that their operations run smoothly and that any 

issues are quickly addressed [2]. 

2.2. Methods 

The methods employed in integrating IoT technologies into pharmaceutical operations include: 

2.2.1. Data Collection and Monitoring 

Sensors continuously monitor environmental parameters, while RFID systems track products throughout the 

supply chain. This comprehensive monitoring ensures adherence to quality standards and quick response to 

deviations. Effective data collection and monitoring are foundational to maintaining operational excellence. By 

continuously collecting and analyzing data, pharmaceutical companies can identify trends, spot anomalies, and 

make data-driven decisions that improve their operations [9],[3]. 

2.2.2. Data Analysis 

Machine learning algorithms predict equipment failures and optimize production schedules by analyzing historical 

data. These analytics ensure compliance with regulatory standards and provide necessary documentation for audits. 

Data analysis is key to proactive maintenance and operational efficiency. By using advanced analytics tools, 

pharmaceutical companies can anticipate equipment failures, optimize maintenance schedules, and reduce 

downtime [5]. 

2.2.3. Automation 

Routine tasks, such as equipment calibration and maintenance scheduling, are automated to reduce human error 

and increase efficiency. Robotic systems are implemented for packaging and labeling, ensuring precision and 

consistency in these repetitive tasks. Automation enhances productivity and reduces operational costs. By 

automating routine tasks, pharmaceutical companies can free up valuable resources and focus on more strategic 

initiatives [8]. 

2.2.4. Integration and Connectivity 

Devices and systems are connected to a central platform for unified control, ensuring interoperability between 

different systems and devices. This integration streamlines operations and improves coordination across 

departments. Seamless integration is crucial for maximizing the benefits of IoT technologies. By integrating their 

systems and devices, pharmaceutical companies can create a more cohesive and efficient operation [7]. 

2.2.5. Security Protocols 

Robust cybersecurity measures are implemented to protect sensitive data, using encryption and authentication to 

secure communications. Ensuring data security is critical in the pharmaceutical industry, where proprietary 

information and patient data must be safeguarded against breaches. Cybersecurity is a top priority in maintaining 
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trust and compliance. By implementing strong security protocols, pharmaceutical companies can protect their data 

and maintain the trust of their customers and partners [6]. 

 

Scheme 1. Summarization of IoT integration methods 

░ 3. Results 

3.1. Improved Operational Efficiency 

Real-time Monitoring: The continuous monitoring provided by temperature and humidity sensors has been 

pivotal in reducing product spoilage by 30%. This real-time data allows for swift corrective actions, minimizing 

waste and enhancing inventory management. The ability to maintain optimal storage conditions ensures drug 

efficacy and safety, translating into substantial cost savings and improved consumer trust [1],[6]. 

Enhanced Production Processes: Pressure sensors have contributed to a 30-40% reduction in defects, ensuring 

consistent product quality across manufacturing processes. These sensors provide precise control over production 

parameters, leading to improved efficiency and reduced waste. The ability to maintain consistency in processes like 

tablet compression and capsule filling enhances product reliability and consumer satisfaction [5].  

3.2. Streamlined Supply Chain Management 

Inventory Tracking: RFID tags have revolutionized inventory management by providing real-time data on 

product location and status. This transparency has minimized errors, reduced inventory discrepancies by 40%, and 
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improved delivery times by 25%. The automation of tracking processes reduces manual labor, enhances accuracy, 

and supports efficient logistics operations [9].  

3.3. Advanced Data Analysis 

Predictive Maintenance: Machine learning algorithms have enabled predictive maintenance, reducing equipment 

downtime by 15% and optimizing production schedules. This proactive approach anticipates equipment failures, 

allowing for timely interventions and reducing the risk of costly breakdowns. Compliance with regulatory 

standards is enhanced through detailed data analysis and documentation [5]. 

3.4. Automation and Connectivity 

Robotic Systems: Automation of routine tasks through robotic systems has led to a 30% reduction in operational 

costs and a 20% increase in productivity. Robots enhance precision and consistency in packaging and labeling, 

reducing human error and increasing throughput. The use of robotics allows for greater flexibility and scalability in 

production processes [8]. 

Seamless Communication: Connectivity devices, including Wi-Fi modules and Ethernet ports, facilitate seamless 

communication and data transfer, ensuring interoperability between systems. Improved coordination across 

departments has resulted in a 15% increase in overall operational efficiency. The ability to integrate various 

systems enhances collaboration and supports strategic decision-making [7],[8]. 

3.5. Enhanced Security Measures 

Data Protection: The implementation of robust cybersecurity measures has reduced data breaches by 25%, 

safeguarding sensitive information and maintaining trust within the pharmaceutical industry. Encryption and 

authentication protocols protect proprietary information and patient data, ensuring compliance with regulatory 

requirements [6]. 

Table 1. IoT Impact on Pharmaceutical Operations 

Aspect Impact Description 

Real-time 

Monitoring 

Reduction in spoilage Continuous monitoring with sensors ensures optimal storage 

conditions, reducing spoilage by 30%. 

Production 

Processes 

Improved product quality Pressure sensors reduce defects by 30-40%, ensuring consistent 

quality in manufacturing. 

Inventory 

Tracking 

Enhanced supply chain 

transparency 

RFID tags decrease inventory discrepancies by 40% and improve 

delivery times by 25%. 

Predictive 

Maintenance 

Optimized equipment 

usage 

Machine learning algorithms reduce equipment downtime by 15%, 

allowing for proactive maintenance. 

Robotic Systems Increased 

productivity and cost 

efficiency 

Automation reduces operational costs by 30% and increases 

productivity by 20%. 

Seamless 

Communication 

Improved operational 

efficiency 

Connectivity devices enhance coordination across departments, 

increasing efficiency by 15%. 

Data Protection Enhanced security 

measures 

Cybersecurity measures reduce data breaches by 25%, safeguarding 

sensitive information. 
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Table 2. Key Metrics from IoT Implementation 

Metric Percentage Description 

Spoilage 

Reduction 

30% Continuous monitoring ensures optimal storage conditions, 

minimizing waste. 

Defect Reduction 30-40% Pressure sensors ensure consistent product quality across 
manufacturing. 

Inventory 

Discrepancy 

Reduction 

40% RFID tags provide real-time data, enhancing transparency and 

efficiency. 

Downtime 
Reduction 

15% Machine learning algorithms optimize maintenance schedules, 
reducing equipment failures. 

Operational Cost 
Reduction 

30% Automation increases precision and consistency, boosting 
productivity. 

Efficiency 
Increase 

15% Connectivity devices improve coordination and data transfer, 
enhancing collaboration. 

Data Breach 
Reduction 

25% Robust cybersecurity measures protect sensitive information and 
maintain trust. 

 

 

Figure 2. AI and IoT in Pharmaceutical Track & Trace [13] 

░ 4. Discussion 

4.1. IoT Impact in Pharmaceuticals 

The integration of Internet of Things (IoT) technologies in the pharmaceutical industry has transformed various 

aspects of operations, from production to supply chain management. These advancements are crucial for 

maintaining competitiveness and ensuring compliance with regulatory standards. 

4.2. Real-time Monitoring 

IoT sensors play a vital role in real-time monitoring by providing continuous data on environmental conditions. 

This capability significantly reduces spoilage by ensuring pharmaceuticals are stored under optimal conditions. For 

temperature-sensitive products like vaccines and biologics, even minor deviations can lead to significant losses. 

IoT systems allow for immediate adjustments, preserving product integrity and enhancing consumer trust [1]. 

https://www.pharmatrax.pk/ai-and-iot-in-track-trace-transforming-pharma-supply-chains/
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4.3. Production Processes 

IoT technologies enhance production processes by integrating sensors and automated systems that ensure 

consistent product quality. These systems minimize variability and enhance reliability, which is essential for 

meeting stringent quality standards and reducing the risk of costly recalls. The real-time data collected allows for 

precise adjustments, ensuring each batch meets required specifications [5]. 

4.4. Inventory Tracking 

IoT-enabled inventory systems improve transparency and efficiency, leading to faster delivery times and optimized 

supply chain management. By utilizing technologies like RFID tags, companies can maintain accurate inventory 

data, which is crucial for preventing stockouts and reducing holding costs. This real-time tracking allows for 

dynamic adjustments to supply chain strategies, improving overall operational efficiency [2],[6]. 

4.5. Predictive Maintenance 

Machine learning algorithms integrated into IoT systems optimize maintenance schedules by predicting equipment 

failures before they occur. This proactive approach reduces downtime and extends the lifespan of machinery, 

minimizing disruptions and maintenance costs. Predictive maintenance ensures that interventions are performed 

only when necessary, maximizing equipment availability [3],[4]. 

4.6. Robotic Systems 

Automation through robotic systems in pharmaceutical manufacturing enhances precision and consistency, leading 

to more efficient production processes. These systems reduce operational costs and increase productivity by 

minimizing human error and exposure to hazardous substances. The initial investment in robotics is high, but the 

long-term savings and productivity gains justify the expenditure [9],[12]. 

4.7. Data Protection 

As the industry becomes more reliant on digital solutions, robust cybersecurity measures are essential to safeguard 

sensitive information and maintain trust with stakeholders. IoT devices must be equipped with advanced 

encryption technologies and real-time threat detection systems to prevent unauthorized access and ensure data 

integrity [6],[7]. 

░ 5. Future Research Directions 

5.1. Advanced Data Analytics 

Leveraging big data analytics to further enhance decision-making processes and operational efficiencies. Research 

can focus on developing algorithms that predict trends and optimize resource allocation, enabling more informed 

strategic decisions [11]. 

5.2. Integration with AI 

Combining IoT with artificial intelligence to create more sophisticated predictive models and automation 

processes. This integration could lead to smarter manufacturing systems and personalized medicine solutions, 

tailoring treatments to individual patient needs [5]. 



 

 Middle East Journal of Applied Science & Technology (MEJAST) 

Volume 8, Issue 2, Pages 42-53, April-June 2025 

ISSN: 2582-0974                                                                    [50]                                                                             

5.3. Enhanced Cybersecurity 

As IoT devices become more prevalent, ensuring robust cybersecurity measures is critical. Future research should 

explore innovative ways to protect data and prevent breaches, focusing on encryption and real-time threat detection 

to safeguard sensitive information [6]. 

5.4. Sustainability 

Investigating how IoT can contribute to sustainable practices within the pharmaceutical industry. This includes 

reducing energy consumption, minimizing waste, and optimizing supply chains to lower carbon footprints, 

aligning with global sustainability goals [1]. 

5.5. Regulatory Compliance 

Developing frameworks to ensure that IoT implementations comply with global regulatory standards. Research 

can address the challenges of maintaining compliance in an increasingly digital landscape, ensuring that 

technological advancements do not compromise regulatory adherence [12]. 

░ 6. Conclusions 

The integration of IoT technologies in the pharmaceutical industry represents a significant leap forward in 

enhancing operational efficiency, product quality, and supply chain management. By enabling real-time 

monitoring, predictive maintenance, and advanced inventory tracking, IoT solutions help pharmaceutical 

companies maintain high standards of quality and compliance while reducing costs and improving safety. 

The ongoing digital transformation driven by IoT not only optimizes current processes but also opens avenues for 

future innovations, such as personalized medicine and sustainable practices. However, the industry must address 

challenges related to data security and regulatory compliance to fully realize the benefits of IoT. 

As IoT continues to evolve, its potential to revolutionize the pharmaceutical sector grows, promising a future 

where technology and healthcare are seamlessly integrated to deliver better outcomes for patients and stakeholders 

alike. By embracing these advancements, the pharmaceutical industry can ensure its continued growth and 

relevance in an increasingly competitive global market. 
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Appendix 

Figure 1. AI and IoT Integration in Pharmaceutical Manufacturing and Supply Chains 

The image serves as conceptual mapping to the summary of information discussed for clarity and context. 

Figure 2. AI and IoT in Pharmaceutical Track & Trace 

The image serves as a comprehensive visual appendix, illustrating the technological advancements described in the 

article “AI and IoT in Track & Trace: Transforming Pharma Supply Chains” on Pharma Trax. It encapsulates the 

critical role of AI and IoT in building smarter, safer, and more transparent pharmaceutical supply chains for the 

future. 
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