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1. INTRODUCTION 

“Cloud” is a means of computing resources virtually, and is originated from the earlier large scale distributed 

computing technology.  

Definition: Forrester‟s defines cloud computing as: “A pool of abstracted, highly scalable and managed compute 

infrastructure capable of hosting end – customer applications and billed by consumption [1]” 

 

Advantages of Cloud: 

1. Manage a variety of different workloads, including the batch of back-end operations and user-oriented 

interactive applications. 

2. Rapidly deploy and increase workload by speedy providing physical machines or virtual machines. 

3. Support for redundancy, self-healing and highly scalable programming model, so that workload can be recover 

from a variety of inevitable hardware/software failure. 

4. Real-time monitor resources usage, rebalance the allocation of resources when needed. 

 

2. CLOUD BASED SERVICES 

Cloud Providers offer services that can be grouped into three categories.  

1. Software as a Service (SaaS): In this model, a complete application is offered to the customer, as a service on 

demand. A single instance of the service runs on the cloud & multiple end users are serviced. On the customers‟ 

side, there is no need for upfront investment in servers or software licenses, while for the provider, the costs are 

lowered, since only a single application needs to be hosted & maintained. Today SaaS is offered by companies such 

as Google, Salesforce, Microsoft, Zoho, etc [2].  

 

AB ST R ACT  

Cloud computing premise is very similar in that it provides a virtual computing environment that‟s dynamically allocated to meet user needs. From a 

technical perspective, cloud computing includes service oriented architecture (SOA) and virtual applications of both hardware and software. In this 

new world of computing, some have conjectured that security is the biggest concern facing cloud computing. Here, we examine some security issues 

and the associated regulatory and legal concerns that have arisen as cloud computing emerges as a primary distributed computing platform.  We 

would study the protocols and management rules already implemented for security in cloud network, and with the use of this study further create new 

protocols that would enhance the security and eases the management of security. We as author, are trying to compare the two major protocol suites 

that the cloud architecture uses in order to provide management of security in the clouds. The extension of the paper would yield a better protocol 

architecture for the cloud platform in order to enhance the security management issues that are under consideration. 
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2. Platform as a Service (Paas): Here, a layer of software, or development environment is encapsulated & offered as 

a service, upon which other higher levels of service can be built. The customer has the freedom to build his own 

applications, which run on the provider‟s infrastructure. To meet manageability and scalability requirements of the 

applications, PaaS providers offer a predefined combination of OS and application servers, such as LAMP platform 

(Linux, Apache, MySql and PHP), restricted J2EE, Ruby etc. Google‟s App Engine, Force.com, etc are some of the 

popular PaaS examples.  

 

3. Infrastructure as a Service (Iaas): IaaS provides basic storage and computing capabilities as standardized services 

over the network. Servers, storage systems, networking equipment, data centre space etc. are pooled and made 

available to handle workloads. The customer would typically deploy his own software on the infrastructure. Some 

common examples are Amazon, GoGrid, 3 Tera, etc. 

 

 

 

3. TYPES OF CLOUD ENVIRONMENT 

Selection of the type of cloud is a major decision for providing security in cloud computing. The majorly used cloud 

types are: private, public, hybrid and community cloud. 

 

Public Cloud: 

Public clouds are owned and operated by third parties; they deliver superior economies of scale to customers, as the 

infrastructure costs are spread among a mix of users, giving each individual client an attractive low-cost. All 

customers share the same infrastructure pool with limited configuration, security protections, and availability 

variances. These are managed and supported by the cloud provider. One of the advantages of a Public cloud is that 

they may be larger than an enterprises cloud, thus providing the ability to scale seamlessly, on demand. Although 

the public cloud has compelling advantages, there exists a hidden threat of security, regulatory compliance and QoS 

(quality of service) [3].  

 

Private Cloud: 

Private clouds are built exclusively for a single enterprise. They aim to address concerns on data security and offer 

greater control, which is typically lacking in a public cloud.  
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There are two variations to a private cloud:  

1. On-premise Private Cloud: On-premise private clouds, also known as internal clouds are hosted within one‟s 

own data center. This model provides a more standardized process and protection, but is limited in aspects of size 

and scalability. This is best suited for applications which require complete control and configurability of the 

infrastructure and security.  

2. Externally hosted Private Cloud: This type of private cloud is hosted externally with a cloud provider, where 

the provider facilitates an exclusive cloud environment with full guarantee of privacy. This is best suited for 

enterprises that don‟t prefer a public cloud due to sharing of physical resources.  

 

Hybrid Cloud: 

Hybrid Clouds combine both public and private cloud models. With a Hybrid Cloud, service providers can utilize 

3rd party Cloud Providers in a full or partial manner thus increasing the flexibility of computing. The Hybrid cloud 

environment is capable of providing on-demand, externally provisioned scale. The ability to augment a private 

cloud with the resources of a public cloud can be used to manage any unexpected surges in work [4].  

Community Cloud: 

Various organizations combining construct and share the same cloud infrastructure, policies, requirements, values 

and concerns. Third party vendor could also host the infrastructure of the cloud. 

 

4. CLOUD SECURITY AND PRIVACY  

To advance cloud computing the community must take proactive measures to ensure security. Included in this 

effort are attempts to develop security standards to ensure data‟s   confidentiality, integrity, and availability (CIA), 

the storage provider must offer capabilities that, at a minimum, include: 

1. A tested encryption schema to ensure that the shared storage environment safeguards all data; 

2. Stringent access controls to prevent unauthorized access to the data; and 

3. Scheduled data backup and safe storage of the backup media [5]. 

 

The CIA is implemented in three levels of distributed data.  

The three levels are: 

1. Network Level: Information about the firewalls, intrusion detection or prevention systems and data flow will 

monitor maintains and collects within the network by the cloud service provider (CSP). 

2. Host Level: The information about the system log files is maintained by the host, to know where and when 

applications have been logged.   

3. Application Level: It collects information about auditing application logs which is required for incidence 

response or digital forensics. 

CIA Credentials: 

In order to satisfy security requirements to preserve data security in the cloud at each level it is required to satisfy 

CIA. In the ISO 7498-2 standard CIA is given as follows: 
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Confidentiality: In Cloud computing, confidentiality plays a major role especially in maintaining control over 

organizations data situated across multiple distributed databases, due to public cloud accessible nature. Asserting 

confidentiality of user‟s profiles and protecting their data, that is virtually accessed, allows for information security 

protocols to be enforced at various different layers of cloud applications. 

 

Integrity: The integrity parameter ensures that the data retrieved is same as data stored.  Therefore ACID 

(atomicity, consistency, isolation and durability) properties of the cloud‟s data should be strictly imposed across all 

Cloud computing deliver models. Mainly there are two approaches to provide integrity, using Message 

Authentication Code (MAC) which is based on symmetric key to provide a checksum that will append on data and 

Digital Signature (DS) depends on public key structure [6].  

 

Availability: Availability is one of the most critical information security requirements in Cloud computing because 

it is a key decision factor when deciding among private, public or hybrid cloud vendors as well as in the delivery 

models. The service level agreement is the most important document which highlights the trepidation of 

availability in cloud services and resources between the cloud provider and client. 

  

To effectively manage and control the use of cloud technology is the main challenge which is currently faced in 

cloud computing industry. Cloud computing has a potential to become a frontrunner in promoting a secure, virtual 

and economically viable IT solution and future work and progress lies in standardizing cloud computing security 

protocols.  

 

Cloud security perspectives are managed via Cloud governance and transparency. 

1. Cloud Governance: It is used to design cloud services in such a way so as to decrease privacy risks and to ensure 

legal compliance. With governance & security in place, Cloud computing can be used safely and with confidence. 

2. Cloud Transparency: Transparency enables cloud providers to disclose, adequate information about their 

security policies, design and practices including security measures. One of the most important protocols in ensuring 

transparency within the cloud computing is the SLA. 

 

SLA (Service Level Agreement):  

One of the most important protocols in ensuring Transparency within Cloud computing is the SLA. The SLA is the 

only legal agreement between the service provider and client. It is the only means that the cloud provider can gain 

the trust of clients; therefore the SLA has to be standardized [7].  

The main aspects of SLA are: 

1. Services to be delivered, performance, 

2. Tracking and Reporting 

3. Problem Management 

4. Legal Compliance 

5. Resolution of Disputes Customer Duties 
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6. Security responsibility 

7. Confidential Information Termination. 

 

Web Based Security Protocols:  

HTTPS along with WS security should be used at a minimum when logging on to access data on a cloud, but it 

takes significantly more processing power and memory for a web server than a normal web connection. It also 

defines existing XML security standards like XML signature and XML encryption are applied to SOAP messages. 

There are two main categories of the protocols that can regulate the cloud structure and they are defined as below: 

 

I. Identity and Access Management (IAM) 

It comprises a set of rules and policies which are enforced on users through various techniques such as login 

password, assigning authority and privileges to the users to provide protection for organization resources [8]. For 

idle or active, online or offline communication the status of the user is provided by the instant message (IM) and 

Voice over IP (VoIP).IAM provides Authentication, Authorization, Auditing. For users who are accessing the 

cloud computing as follows: 

1. Authentication: It‟s mainly used to identify the identity of systems or users. For example to verify the 

authenticated user we make use of password. 

2. Authorization: Once the authentication is performed then authorization grants privileges to the legitimate 

users. Authorization is maintained by the system administrator. 

3. Auditing: It is implemented after the process of authorization and authentication, it is mainly used to review 

and examine the authorized and authenticated records.  

 

II. Protocol and Standards for Securing Cloud: 

IAM setup certain standards and protocols that are to be considered for both service providers and users. The 

protocols mainly implemented by the service providers or organizations for securing cloud are: Security Assertion 

Markup Language (SAML) and Open Authentication (OAuth) protocol. 

 

1. Security Assertion Markup Language (SAML):  

XML (extended markup language) standards were used to develop the SAML protocols. It is tool used between the 

Identity Provider (IdP) and Cloud Service Provider (CSP) to exchange the authorization and authentication 

attributes. SAML supports SSO (Single Sign On to access cloud based services.) which manages how the password 

will be stored in the cloud database. It uses techniques like Digital Signature and Encryption 
12

. Different versions 

of SAML available are: SAML v1.0, SAML v1.1, SAML v2.0. SAML is used for SSO between IdP and CSP is 

explained with the help of following [9]:  

1. Initially user will request the CSP for a web page. User will get the response from CSP.CSP will redirect the 

user‟s browser to the SSO website which is located at the IdP. 

2. Browser redirecting process. 

3. For identification the authentication protocol is exchanged between user and IdP. 
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4. Response is given by IdP to user in encoded SAML. 

5. To access the URL user browser will send SAML response to CSP. 

6. User will be able to login CSP application 

 

Application:  SAML is mainly used in enterprises and schools where users will log on once and will be able to 

authenticate with other websites either internally or externally. It is used to deploy SSO and Federation in the cloud. 

It is most suitable for preventing cloud from various vulnerability and threats [10]. 

 

 

2. Open Authentication (OAuth) protocol:  

It enables users to share their private resources such as files, pictures without revealing their personal identity 

information like passwords and user name located on one CSP with another CSP. OAuth is an open source, 

interactive protocol mainly used for securing Application Programming Interface (API) in mobile and desktop 

applications [11].  

 

OAuth Token: There are mainly two types of OAuth tokens: 

1. Request tokens: Request tokens which are used to authenticate users through issuing a cookie of token request by 

the CSP. Requests tokens are required from service provider for establishment of access tokens.  

2. Access Tokens: IT is used to get the requested data from the CSP. 

 

OAuth protocol is used to secure communication process between user and CSP as follows: 

1. User browser will request the CSp for OAuth request token. 

2. CSP will respond to unauthorized request token. 

3. User browser will direct users to CSP authorization page to request authorized tokens.     

4. User will access the CSP authorization page and verify their identity and to allow or deny access to CSP data. 

5. If user denies access then he‟ll be directed to CSP home page, rather than the application page. 

6. If user grants access he‟ll be redirected to the application web page which includes authorized request tokens. 

7. Now request token will be exchanged between web application and CSP.  

8. CSP will verify the request and send access tokens to user.  

9. User browser will request for user data from CSP. 
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10. The request in previous step will be verified and signed by CSP and if the access token is known by the 

authorization then requested data will be sent.   

 

Application: OAuth is used for “open source “libraries, where these libraries are continuously   updating the data to 

improve the protocols and standards. 

 

Comparison 

Issues 

 

SAMLProtocol 

 

Oauth Protocol 

 

Implemented  

    between 

Identity Provider (IdP) and Cloud Service 

Provider (CSP). 

One CSP with another CSP. 

 

Techniques  

     used 

SSO, Digital Signature and encryption. Tokens : Request tokens and Access 

tokens 

     

        

   Use 

Manages how the password will be stored 

in the cloud database. 

 

Mainly used for securing Application 

Programming Interface (API) in mobile 

and desktop applications.  

 

   

Advantages  

It is mainly used in enterprises where users 

will log on once and will be able to 

authenticate with other websites either 

internally or externally. It is most suitable 

for preventing cloud from various 

vulnerability and threats. 

It is used for “open source libraries”, 

where these libraries are continuously   

updating the data to improve the 

protocols and standards. 

 

5. CONCLUSION  

With the study of this paper we can very well understand the benefits that cloud computing provides us, but we also 

cannot ignore the security threats to the data and resources stored and shared using cloud. Though there are certain 

protocols which we have studied and compared but their implementation entirely depends upon the services and 

transparency provided by the cloud service provider to the clients. There is a need for the creation of protocols that 

would work according to the preferences and specifications of the client‟s. 
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